Azevedo Sette

BRAZILIAN DATA PROTECTION AUTHORITY
CAN START APPLYING SANCTIONS

The Brazilian Data Protection Authority (ANPD) published the Resolution
No. 4, which approves the Regulation on How to Proceed with the
Application of Sanctions, taking effect immediately, including with
regard to proceedings already in progress prior to its publication.

The Regulation aims to establish the parameters

*' and criteria for the application of the sanctions

provided for in article 52 of the LGPD, in addition
to clarifying how the pecuniary sanctions (fines)
will be calculated, considering, among other
aspects, the damage or loss caused to data
subjects due to non-compliance with the LGPD
and/or the regulations issued by the ANPD.

B The sanctions provided for in the LGPD are:

e Warning;

e Simple fine, of up to 2% of the

company's revenue, limited, in total, « Partial suspension of database
to BRL 50,000,000.00, per infraction. operation for a maximum of 6

e Daily fine, with a total limit of BRL

Blocking of personal data;

e Elimination of personal data;

months, extendable for an equal
period, until the situation is

50,000,000.00; remedied:

e Publication of the infraction;

e Partial or total prohibition of

carrying out activities related to maximum of 6 months,
data processing. extendable for an equal period;

capable of minimizing the damage; ||

when the

infraction does
not fall under
“medium” or

“serious”;

e Suspension of the activity of
processing personal data for a

Criteria that may decrease or increase penalties:

Seriousness and nature of the infractions and the personal rights affected,;
Offender’s good faith;

Advantage obtained or intended by the offender;
Economic condition of the offender;

Recidivism;

Degree of damage;

Offender’s cooperation;

Adoption of internal mechanisms and procedures ¥

Adoption of a good practices and governance policy;
Prompt adoption of corrective measures; and
Proportionality between the seriousness of the fault and the intensity of

the sanction.

Violations will be classified according to their seriousness and
nature in three levels:

MILD MEDIUM

when the infraction may
significantly affect the interests
and fundamental rights of the
personal data subjects,
characterized in situations in
which the processing activity
may significantly hinder or limit
the exercise of rights or the use of
a service, as well as cause
pecuniary or moral damages to
the subjects;

when it constitutes an
obstruction to the inspection
activity or when the
infraction can cause the
same damages as a
“medium” infraction and,
cumulatively, reach at least
one of the following
hypotheses:



hl

Q)+ ]

involve processing of personal
data on a large scale,

characterized when it covers a

significant number of subjects,

also considering the volume of

data involved, as well as the
duration, frequency, and
geographic extent of the
processing carried out;

the infraction involves the
processing of sensitive data or

personal data of children,
adolescents, or elderly people;

the offender carries out the
processing with illicit or abusive

=

the offender earns or intends to
earn economic advantage as a
result of the offense committed;

30

the infraction implies risk to the
life of the data subjects;

&

the offender carries out the
processing of personal data
without support in one of the legal
basis provided for in the LGPD;

systematic adoption of irregular
practices by the offender is

discriminatory effects; or verified.

For the calculation of fine penalties, the following elements will
be considered:

The classification of the
infraction (mild, medium,
or serious);

) The revenue of the offending
processing agent in the last
financial year available prior
to the application of the
sanction; and

) The degree of damage.

THE FINE SANCTIONS MUST BE PAID WITHIN A PERIOD OF UP TO TWENTY (20)
BUSINESS DAYS, COUNTED FROM THE OFFICIAL AWARENESS OF THE DECISION FOR
THE APPLICATION OF THE SANCTION, EXCEPT FOR SMALL PROCESSING AGENTS, IN

WHICH CASE A DOUBLE PERIOD WILL BE GRANTED FOR THE PAYMENT.

Depending on the circumstances of each case, the ANPD
may apply sanctions gradually, separately, or
cumulatively. In addition, the ANPD may grant a deadline
for the statement of a sectoral regulatory body that has
sanctioning powers against the offending processing
agent.

It is important to emphasize that the application of a
sanction does not exclude the possibility of adoption of
other administrative measures by the ANPD in order to
guarantee the compliance of the offending processing
agent with the personal data protection legislation, nor
does it prevent the processing agent from being sued by
a data subject seeking compensation for moral or
material damages.

Azevedo Sette Advogados is fully available for
further clarifications on the subject through its
senior partner Ricardo Baretto Ferreira and the
Data Protection Coordinator Lorena Pretti Serraglio
via email tmtconsultivo@azevedosette.com.br.
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